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Assignment 1.1 - Network access testing and trouble shooting 
Answers
This lab exercise should be answered individually. Type your answers with a green font instead of “Your answer” in this MSWord template. Write your name on the left side of the header. When you have finished, save the file under the name “Lastname_Firstname_1.doc” (Lastname =yourlast name and Firstname=your first name) and upload it to the Moodle learning platform assignment inbox.
You can do the lab at home or at campus. The instructions are written for PC and *nix devices (including Mac and Linux). However, we encourage you to try an alternative device for this lab, e.g. a smart phone. In that case, please explain what methods and mobile apps you have used to find out the information. 
Part I: Measuring the digital bandwidth
Preparation: Read the Bit rate article in English Wikipedia http://en.wikipedia.org/wiki/Bit_rate , for explanation of gross bit rate (transmission rate),  net bit rate (information rate), transmission time, network throughput and goodput. Search in reliable sources on the Internet if needed, and provide the source. 
1. Network access technology: Describe shortly how your computer or your home is connected to the Internet. Do not get stucked on this problem. “No answer found” is okay to answer if you have made an attempt, and have a complicated access technology. You should provide information about network access technology of your network interface, including: 
a) maximum possible physical layer net bit rate (the information rate) in bit/s (bps) (e.g. 10/100/1000 Mbit/s for Ethernet): Your answer
b) Calculate the maximum physical net bit rate in Byte/s. Your answer
c) network access protocol and physical medium (e.g. 10BaseT or 100BaseTx Twisted pair, 100BaseFx optical fibre or 10Base5 Thinnet coaxial Ethernet; ADSL modem; IEEE 802.llx/Wifi wireless networks; mobile 3G/LTE Internet access technologies; DOCSIS cable-TV modem; PSTN modem, etc. Your answer
d) point-to-point connection (if modem), or network topology: bus network (multi-drop wire), ring network, switched star network, hubbed star network, or wireless network. Your answer
e) physical layer principles of that standard, connector type (e.g. RJ45); modulation method (if passband transmission such as modem or wireless connection) or line code (if baseband transmission such as Ethernet): Your answer
f) basic data link layer principles (e.g. PPP if modems, maximum frame size in byte, maximum header size, CSMA/CA or CSMA/CD media-access control if any, etc): Your answer
g) if home network: ISP network access technology, and type of network equipment in the home: Your answer
h) (Non-mandatory if you use WiFi): What is the physical layer gross bit rate R (transmission rate, including error correction codes, bit synchronization and other physical overhead) and/or the symbol rate fSym in symbols/s, pulses/s or baud, of your network access technology. The physical layer net bit rate should be lower than the gross bit rate. For example, 100 Mbit/s Ethernet has a phy layer gross bit rate of 125 Mbit/s, and 54 Mbit/s wifi has a phy layer gross bit rate of about 72 Mbit/s.  Your answer
i) Extra problem: If possible, try to find out information about the approximative analog signal bandwidth B in Hertz of your network access technology. The symbol rate should be lower than twice the signal bandwidth in Hertz, according to the Nyquist theorem. Your answer
2. Bit or symbol transmission time: Based on the bit rate R (if you know the transmission rate from problem 1h, use that, otherwise use the useful bit rate in problem 1a) calculate the bit transmission Time Tb=1/R in microseconds .  (Alternatively, you may calculate the symbol transmission time Ts=1/fSym¸where fSym is the symbol rate in baud.)  
Your answer

3. Maximum throughput: Open the page www.bredbandskollen.se  or http://www.speedtest.net/  and read about the measurements available:

· Perform some measurements of interest to you, including the measurement of the maximum throughput. Shortly explain what you have measured and what values you have obtained. 

Your answer
· The maximum throughput should be lower than the physical layer net bit rate. Why? (If possible, give an example of physical layer overhead in your transmission technology.)
Your answer

· If possible to find in the sources, give a theoretical maximum possible value for the throughput over your network access technology, at a reference point between the data link layer and the network/internet layer, i.e. including data link layer overhead, but excluding higher layer overhead. (It should be slightly lower than the physical layer bit rate.)
Your answer
4. Goodput: Download a large video file, and time the download, for example from http://apachepersonal.miun.se/~mageri/animations/ . Also check the playback time and file size. Supply the following information. For the calculated values, explain how you have performed the calculations. 

· URL for the file     Your answer
· The size of the file (in bytes)     Your answer
· The size of the file (in bits)    Your answer 

· The download time (in seconds) (If it is less than 2 seconds your result is unreliable. You may have chosen too small file, or only a cashed copy of the file.)   Your answer 

· Calculate the goodput (application layer throughput, i.e. file transfer speed) for file download (in bps) by dividing the file size with the download time:    Your answer
· Check that the goodput is lower than the net bit rate, otherwise something is wrong. Explain why it is lower than the physical layer net bitrate, and why it may vary. (Hint: TCP slow start, TCP windowing, retransissions.) Your answer
· What is the the playback time of the video (in seconds)? Your answer
· Calculate the multimedia bit rate, i.e. the goodput that is required for online streaming of the video, without interrupt (in bps). Divide the file size in bit by the playback time in seconds: Your answer
5. TCP/IP model: Name and shortly describe the layers in the four-layer as well as the five-layer TCP/IP protocol suite, and how they are related to those in the OSI model. 
Your answer
6. Protocol examples: Provide an example of a protocol at each of the TCP/IP model layers, for example that you have used in the above. Also give an example of overhead added in each of these protocols, e.g. a field in the protocol header. If possible, provide information on the maximum size of each packet, and the size of the header, of each of these example protocols. 
Your answer
7. Distinguish between circuit-switching (kretskoppling), packet-switching (paketförmedling) paradigm. Also distinguish between datagram and virtual circuit packet switching. Describe their differences and give examples of networks using the types. Which gives constant bit rate and constant delay? Which requires a connection phase? In which may packets travel different path? Which are you using?
Your answer
Part II: TCP/IP configuration
8. Find the configuration of the TCP/IP stack on your computer network interface. If you are using Windows, you can do that with the command ipconfig /all at the Command Prompt. (First, open the command window by writing cmd in the Windows start menu run field, or going the group Accessories on the start menu.) You can also open the window Control Panel -> Network connections -> TCP/IP to check and change the network configuration. If you are using Linux or any other UNIX flavored operating system, write the command ifconfig in a consol window. Then fill in the following information.

· Private IP address (dotted decimal notation, if ipv4)  Your answer
· Private IP address (hexadecimal form, 8 figures if ipv4, 4 groups of 4 figures if ipv6)  Your answer
· Private IP address (binary form, 4 octets if ipv4, 16 octets if ipv6)  Your answer
· Address class (A/B/C/D/E) if classful addressing was used

· Subnet mask (dotted decimal notation) Your answer
· Subnet mask (binary form, 4 octets) Your answer
· Subnet mask, slash notation (/N, where N is the number of 1s in the subnet mask) Your answer
· Network-ID (first N bits, at least in binary form) Your answer
· Host-ID (at least binary form) Your answer
· Network address (first address of subnet address range, binary form, 4 octets) Your answer
· Network address (first address of subnet address range, dotted decimal form) Your answer
· Broadcast address (last address in subnet range, binary form, 4 octets) Your answer
· Broadcast address (dotted decimal notation) Your answer
· Router (Default gateway, dotted decimal notation) Your answer
· DNS server(s) (dotted decimal notation) Your answer
· The physical (MAC) address (in hexadecimal format)
Your answer 

· The physical (MAC) address (in binary form, 6 octets)
Your answer
9. Find your public/external IP address. (Search for“My IP address” using Google.) Do you use NAT, meaning are the private and public IP addresses different, i.e is “Aquire network address automatically” selected in the network settings? Explain the difference between private and public addresses and the purpose of NAT (Network Address Translation). You can use RFC 1918 or search using the search engine www.google.com.  Write a paragraph about private IP addresses (what they are, when they are used and the range of IP addresses).

Your answer
10. In case you are using DHCP (i.e. if the option “Automatically acquire an IP address” is chosen), try to get a new IP address. You can return the IP address back to the DHCP server by using the command ipconfig /release at the command prompt. You can obtain (renew) the private address using ipconfig /renew. Try these commands and explain what happened.

Your answer 

 Part III: Simple tools for troubleshooting TCP/IP network
11. Open the command prompt window and give the command “ping –n 5 www.freebsd.org”. Answer the following questions.

· What is the average value of the RTT you have obtained? Explain how it was it calculated. 
Your answer
· What is the effect of the argument or parameter –n 5 in the ping command?
Your answer
· What is the meaning of the acronym TTL and why is it used? (Search the Internet to find out.) What is the value of TTL you have obtained?
Your answer
· Shortly explain the principle and usage of the ping command, and how it utilizes the ICMP protocol.

Your answer
12. Use the tracert command i Windows (traceroute i Linux) to find the path to a destination of your choice. After you have obtained the output, supply the following information.

· Destination address Your answer
· Number of hops  Your answer
· IP addresses of the five nodes where there is the maximum delay and the delay experienced on these hops.
Your answer
· Shortly explain the principle of Traceroute, using the terms ICMP, RTT (round-trip time) and IP header TTL (time-to-live).
Your answer
· Perform the traceroute to the same destination at a later instant. Check whether there exist any changes. Explain possible reasons for the appearance of some differences. Explain why some measurements sometimes may be marked *.
Your answer


13. DNS name: Use nslookup or one of the web sites that provide DNS lookup to find out the IP address for a domain name of your choice, for example a web site. Supply the following information.

· The domain name of the DNS server you have used Your answer
· The domain name for which you have searched the IP address Your answer 

· The IP address obtained (Ip4 address) Your answer
· Shortly explane how DNS works and the reasons it uses a distributed database instead of a centralized one.

Your answer
14. Routing table: Use netstat –rn to display the forwarding (routing) table for your computer on the screen. Show the forwarding table using screen dump. Explain the meaning of each column in the table. Which row corresponds to your localhost? Which is the default row, is case no other row matches the destination?
Your answer
15. Active sockets: Use the command netstat /? to explore the parameters that can be used with it. Then use netstat –n -a to display all current sockets (all connections and listening port). Choose one of the established connections and supply the following information:

· Transport protocol  Your answer
· Local address and port number Your answer 

· Remote address and port number  Your answer
· Process name or ID (PID) (what netstat parameter should be used?)
Your answer
· Socket number (what netstat parameter should be used?) Your answer
· The server side normally has well-known port number, below 1024. What is the established protocol or service for the server port number you found above? (Search in Google for “port number list” or “well-known port numbers”)

· Your answer
16. Suggestions for further improvements of this lab exercise: 

Your answer
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